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Amendments to the Claims: 



This listing of claims will replace all prior versions, and listings of claims in the application: 
Listing of Claims: 



1. (Currently amended) A network device , comprising: 
oth er network d e vi ces connected through a n e twork, wherein: 



amea tos with 



cipher communication means for performing cipher communication with a grou p 
of network devices using a common encryption key that is mutually authenticated by the group 
of network devices: 

a-group management means for managing the group whieh-4T*aaages-a~graup 
een&istmg-of network devices in the performance of said cipher communication using said 
common encryption key: t h at can authenti c ate one a nother? 

ttetwer-k-deviee 




group, using -i^eofflmoiveneryptien-k-ey; 



a-storage means for storing cipher communication info rmation including said 
common encryption key and identificat ion informatio n identifying the network devices of said 

fe e ne t work devices -be l o nging to said network, with said information including information of 

ne twork devices belonging to said group; and 

an acquisition means, which acquires acquisition means for receiving a first 
external storage medium and acquiring cipher communication inlbrmation-faffivouisidej^m 
said first e xternal storage medium, said cipher communication information enablin g sai d network 
device to perform said cipher communications with said network devices of said group, -rami 

wherein said group management means comprises: 
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means for adding an identification of the network device to said cipher 
communication information acquired from said external storage medium and for storing said 
cipher communication information into said storage means, 

means for sending identification information of the network device, as a group 
participation notification, to said group of network devices when said first external storage 
medium is mounted and sai d cipher communication information is not stored in said storage 
means: and 

means for receiving a group participation notification and for adding 
identification information included with said received group participation notification to said 
cipher communication information stored in said storage means, and 

wherein said cipher communication means performs a cipher communication 
between network devices in said group according to said identification information included in 
said cipher communication information stored in said storage means using said common 
encryption key. 

wheivsaid-aeqws iti on moans acquires sa id-eipheF-e ommunication inform ation in 

sai d group; and f 
when sa id group management moan s acquires i dentificati on infon? ratk>n--of 

roea ns-rsa id-group^Bam gcmont moans . adds s aid h 




eenimunieafion-infermatit 



means? 



2. (Currently amended) A network device according to claim 1, wherein said 
group management means further comprises : 

when said acquisition moans r e eoivos an instruction to withdraw from the group, 
said-greu p management 
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means notifies for notifying each network device of said group of a withdrawal by 
the network device from cipher communication with said group according to the identification 
information stored in said storage means, w i thdrawal of its own nctw o!^e¥iee4o-aH-4ho 

deleting said cipher communication information from said storing means when a second external 
storage medium having no cipher communication information stored thereon is mounted at the 
network device; and 

means for del eting identification information associated with a first networ k 
device in said group of network devices from said cipher communication informatio n stored in 
said storage means when a notification of withdrawal of mother s aid first network device is 
received from said another n etwei-^itevi-ee-through said cipher communication means, said 
greup-managemei^vt-mea ns dele tes i d entification in fo rmati on o f s aid an efeeraetweri^ 
s ai d cip he r c emmttmeatie n infom^ a4ierH?teFed4ft^aid-stOBng-i : neans. 



3. (Currently amended) A network device according to claim 2, wherein: 
when the first external storage device is mounted, said group management mea ns 
compares group identifiers corresponding to cipher communication information stored on the 
first external storage device with group identifiers of cipher communication information stored in 
said storage means and copies said cipher information stored in said storage means to said first 
external storage device if a match is detected between the respective group identifiers. 
sai d acquisition means is an interface with a storag e mediu mf-and 
when a storage medium, which stores said cipher communicatio B4nfermafi< : mr-fs 
iftsertcd4ftte-sa«hKH iuisition moans in u state that s aid-stemge-HK^ 
eo mnumicati oi vinfonTi atioft^ 

i nformation stored in said storage moans to said storage medium. 
4-5. (Canceled) 

6. (Currently amended) A group management method for network devices 
belongin g to a group of network devices which perform cipher communication via a network, the 
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4fe afele-te-per-feF 
^^eaeh-etheFr 



aeted4hF9tfg h - u network, wit h 
affleatio n - with an other device of th e 



method comprising: 
a-devtee-e&he-gFeui 
gr o up w hik 

a group generation step, performed when a first external storage medium is 
mounted at a first network device belonging to said group of network devices and said first- 
network device does not hold cipher communication information, in which ane-the first device 
eefmee tcd to said netw o r k generates an encryption key used for said cipher communication, and 
holds, as cipher communication information, said encryption key and network device 
i dent i ficati on i nformati on - and copies said cipher communication information to a first external 
st orage medium allocated to the group of netw o rk devices; iaeltKlif^^est-^am^nd^ddress 

a first group participation step, performed when the first external storage m edium 
which stores cipher communication information is mounted at the first network device and said 
first network device does not hold cipher communication information, in which said first 
network device sends identification information as a gr oup participation notice through said 
cipher communication to devices of said group, and a device that acquires s aid cip her 
eenffltmc-aaot^ information of the device it s elf a nd 

information*-^ of the device itself to all devices who s e idon ttSeatien 

identification information of the first network device itsel£to said cipher communication 
information acquired from the first external storage medium and holds said cipher 
communication information; 

a second group participation step, performed when the first network device 
receives a group participation notice comprising identification information from another network 
device in said group of n etwork devices, in which a- the first network device that-reeeives-saki 
ntenttfieatkffl information and ^uid information indicating the participati oa-adds said re ceived 
identification information to the- said cipher communication infbrmationL4l>a^id-deviee4wlds 

a first withdrawal step, performed when the first network device holds ciphe r 
communication information and a second external storage device which does not hold cipher 
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communic ati on information is mounted at the first network device, in which a- the first network 
device that receives an instruction to with dra w - from said group fHH»fios-sgnds,intbrrnation 
indicating its withdrawal from the group and identification information of the d evtee4teel£to all 
other devices in said group based on excludi ng said dev i co itself w hese-identi fication 
information is-stored at said first network device in said cipher communication information, and 
thereafter deletes fee -said cipher communication information; and that the dov i ce itself hold s? 
and 

a second withdrawal step, performed when said first network device receives 
information indicating that another n etw ork d evice in the gr oup of network devices is 
withdrawing from cipher communications, in which a- said first network device feal^eeeives-fee 
n otificat i on of s a i d withdrawal deletes the neti-fied-identi fication information correspo nding^) 
said another network device from the cipher communication information held by the first 
network device, fe at- tho devico itself holds . 

7. (Currently amended) A computer-readable storage medium which records a 
program feat makes a cnmr^ep-for_maki ng a first network device perfo rm cipher communi cation 
with a group of network device s via a network, the program c omprising steps of fanefeffl-as 

a-group generation generating an encryption key used for c ipher cxjmmi^^ 
with the network devices of said group, storing, H?KMH«4hat-^e^^ 

eiphor c o mmunicati o n and hol ds, as cipher communication information, said encryption key and 
network device identification information, and copying said cipher communication information 
to a first external storage medium when the first external storage medium is mounted at the first 
network device and said first network device does not hold cipher communica tion information; 
incl uding a host name -and-addres s of the computer itse ffi 

.^44-^xmHp participation means that^oti-fies~ sending identification information as 
a group participation notice through said cipher communication to sa id devices of said group^ 
adding identification information of the first network device to said c ipher communication 
information acquired from the first external storage medium, and h olding said cipher 
communication information at said first network device when the first external storage medium 
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which stores cipher communication information is mounted at the first network device at a time 
when said first network device does not hold cipher communication information; 

and information ind i cating participation of the comp ut er itself to all devi ces 

eip hor communication, and adds the identification in f o rmation of the compute r i tself to s aid 

receiving a group participation notice comprising identification i nformation from 
another network de vice in said grou p of network devices, and adding said ide ntification 
in ion-n ation received from said another network device to said cipher communication 
information held at said first network devic e; a^ee^md^r<>up^ai4ieifiatioivineans4hat-adds-said 
id c nitifieation 4nftmr*at4^ cipher c ommunication infomnati oB4hat4he 

com put e r - itself hold s , when said identification information of sai d a n ot he ^-deviee-and 
information ind i cating participation of said another device are received from said another d evieet 

a^ifS^grmip-witMrawal^ n form at i on i ndi cat i n g 

withdrawal of the first network device from the group of network devices to all other devices o f 
said group when the first network device hold cipher communication informat ion and a second 
external stora ge medium which does not hold cipher communication information is mounted at 
the first network device; and 

iden tificat i on info rm atio n o f th o co mp uter itself to all devices ex c luding t he 
computer itself whose idontificatio tt4ftfermat fon is s tored in the cipher commum ea^o^hreu^ 
the-eipheF^ ommun i cation, and deletes said cipher commu meafckm4^ 
ferell^etes^ to dolote the cipher communication m fefmatkHHS^^ 

receivin g information indicating that another network device in the group of 
network devices is withdrawing from cipher commun ication, a nd deleting j a-seeond-group 
wi t h d ra wa l m e a t^hat--deletes-idcntification information of anothe p- corresponding to said 
another network device from the cipher communication information held by the first network 
device , that tho computer itself holds, when said idon tfiea tion information of said an other-deviee 
lieatm^-wkhdr awal of said another dovico are roce p/edr 
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8. (Currently amended) A network device according to claim 1 , wherein: 
SiH4-a<3t)t*Bitia n means is an interface wit h-a-sto rago medium; and 

when a -thc first external storage medium, which stores said cipher communication 
information, is mounted and cipher information is stored in said storage means, imefted4rtK>-said 
a cquisi tio n means in a sta t e t hat sa i 4 storage medium stores said cipher communicatio n 
informati on? said group management means copies the cipher communication information stored 
in said storage means to said first external storage medium. 

9. -14. (Canceled) 

15. (Previously presented) A network system comprising a plurality of network 
devices, and a network that connects said plurality of network devices, wherein: 

each of said plurality of network devices is a network device according to claim 8. 

16. (Previously presented) A network system comprising a plurality of network 
devices, and a network that connects said plurality of network devices, wherein: 

each of said plurality of network devices is a network device according to claim 1 . 

17. (Previously presented) A network system comprising a plurality of network 
devices, and a network that connects said plurality of network devices, wherein: 

each of said plurality of network devices is a network device according to claim 2. 

18. (Previously presented) A network system comprising a plurality of network 
devices, and a network that connects said plurality of network devices, wherein: 

each of said plurality of network devices is a network device according to claim 3. 
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